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Industrial	IoT and	Industry	4.0

Digitization	of	industrial	sectors	(including	manufacturing),	
with	embedded	sensors	in	virtually	all	product	components	and	
equipment,	ubiquitous	cyberphysical systems,	and	analysis	of	all	
relevant	data.
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Indicative quantification of value drivers

SOURCE: McKinsey

1 Cf. McKinsey Global Institute: Big data: The next frontier for innovation, competition, and productivity 2 McKinsey analysis 
3 McKinsey analysis 4 Cf. McKinsey Global Institute: Disruptive Technologies 5 See, for example, ABB case study
6 Cf. T. Bauernhansl, M. ten Hompel, B. Vogel-Heuser (Hrsg.): Industrie 4.0 in Produktion/Automatisierung/Logistik (2014)
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Exhibit 10

Labor. Since labor is an important cost driver in most industries, improving labor productivity 
can drive significant value. This value can be captured via levers that reduce waiting time 
(e.g., completion of previous process step in manufacturing, delayed delivery of a good in 
manufacturing, or a prototype in R&D) or increase the speed of workers’ operations by  
reducing the strain or complexity of their tasks. Etalex, a Canadian manufacturer of warehouse 
furniture, introduced collaborative robots to increase labor productivity in their plant, as 
they were facing two problems: workers were manually loading press brakes with large 
metal parts, which is a physically straining task. Furthermore, the limited space did not lend  
itself to the addition of large machinery. Etalex therefore introduced human-robot collabora- 
tion, allowing humans and machines (collaborative robots from Universal Robots) to work 
in close proximity to each other without risking injury of the workers. Due to a built-in force 
control, the robot automatically reacts in case of contact with humans and slows down or 
even pauses its movements. Etalex was able to increase throughput, such that sales were 
increased by 40 percent, while maintaining the same employee base.12 Another example of 
labor improvement is the case of the warehouse logistics company Knapp AG (see Text box 3).

Inventories. Too much inventory ties up capital, leading to high capital costs. Reducing exces- 
sive supply in stock can lower these. Industry 4.0 levers target the various drivers of excess 
inventory, such as inaccurate stock numbers that increase sludge, unreliable demand planning 
necessitating safety stock, or overproduction. Würth’s iBins, for example, uses intelligent camera 
technologies to capture the actual fill level of a supply box whether it is stored on the shelf or  
has been moved to the production line. The box is wirelessly connected and automatically 
reorders supply based on accurate fill information.13 Through levers like this real-time supply 
chain optimization, Industry 4.0 can typically reduce costs for inventory holding by 20 to  
50 percent.14
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Definition

Benefits

$15Trillion
increase	in	global	GDP
with	Industrial	internet
over	the	next	20	years

Source:	McKinsey
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“Software	is	eating	the	world”

IT	has	transformed	our	society.	
Everything	is	now	software	in	the	Cloud.

What	do	all	of	these	
have	in	common?

Will	the	industrial	
systems	(factory	)

move	the	the	Cloud?
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The	automation	pyramid	and	OT

The Automation Pyramid: 
Soon to be Ancient History?

22

Rigid infrastructure with 
separation between levels 
of functionality
Levels connected by dedicated, 
specialist networks
Data exchange only via gateways 
or proprietary systems
Difficulties to transparantly
access data at the cyber
pyramid (machine) level

Operations
technology	(OT)

The	hardware	and	software	dedicated	to	detecting	or	causing	changes	
in	physical	processes	through	direct	monitoring	and/or	control	of	
physical	devices	such	as	valves,	pumps,	etc.

Source:	TTTech
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We	cannot	move	the	industrial	systems	to	the	Cloud	because	of	OT01/06/2011 D2.2 – Bootstrapping Architecture IoT@Work/WP2/D2.2/Page 38 of 84 

 

Category: Report Status: Final Availability: Public 

3.2 Advanced Communication Services and Industrial Automation 
Needs - QoS Requirements in the Factory  

Industrial systems can always be categorized according to their deployment 
considering the structure of the automation pyramid shown in Figure 3.1 abstracts the 
whole manufacturing site into three levels, each level offering different functionalities. 
The amount of data to be transferred is at its maximum at the highest level and 
decreases towards the bottom, whereas the real-time demands are very limited at 
the top level and increase at the lowest level. 

 

 

Figure 3.1: The automation pyramid and corresponding requirements 

The plant level is dominated by enterprise resource planning (ERP) systems, which 
are in charge of controlling the overall process and the supply chain management. At 
this level, process data is only required for accounting, production planning, etc. 
These data are provided by systems of the underlying (control) level. Usually, 
standard IT infrastructure is used for communication networks, since no data with 
real-time constraints have to be transferred.  

At the control level, manufacturing execution systems (MES) are dealing with the 
manufacturing process itself and its control. That means collecting data for the 
manufacturing process, including data for monitoring and maintenance. The MES 
can directly influence the field level, resulting in higher real-time requirements as 
compared to the plant level. However, less data need to be transferred than at the 
plant level. 

The lowest level of the automation pyramid is called field level, and is situated very 
close to the actual physical process. It has the highest temporal requirements for its 
communication network, but the least amount of data to transfer. This is because, 
devices at the field level usually exchange cyclic traffic with small payload sizes. 
However, other types of data exchange might also be present and are becoming 
increasingly popular due to their increased efficiency, e.g. change of state (COS) or 
polling. Furthermore, the reliability of data transmissions plays an important role, 
since an error might cause severe damage to the whole process. In the domain of 
factory automation, several application scenarios exist at the aforementioned levels: 

Plant level 

High	dependability,	long	lifetime,	safety-critical
Hard	real-time

Tough	
requirements

Reboot?	Retry?	Restart?
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What	is	Cloud	that	comes	close	to	the	ground	(edge	of	the	network)?

System-level	horizontal	architecture	that	distributes	resources	and	
services	of	computing,	storage,	control	and	networking	anywhere	
along	the	continuum	from	Cloud	to	Things.
Similarities:	(Dependable	Real-Time)	Edge	Computing

© Nebbiolo Technologies 6 

The IoT Infrastructure and Fog Computing 
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Endpoints'

IoT'requires'more'virtualized,'scalable,'
reliable,'secure,'real97me'capable'Compu7ng'

and'Storage'at'the'Edge:'

Fog'Compu7ng!''

What	is	
Fog	Computing?

Source:	Flavio	Bonomi
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Fog	Computing:	a	new	Infrastructure	layer

1. Communications,	gateway	networking	convergence

2. Edge	data	management,	analytics

3. Distributed	application	hosting

4. Virtualization	of	all	resources,	multi-tenancy

5. Security	and	Privacy

6. Real-time,	local	control

7. Scalability

8. Reliability

Cloud	

Fog	

IoT	Endpoints	
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A	history	of	Fog

Flavio
Bonomi

Sept	2010
Bay	area

Source:	Flavio	Bonomi

April	2016	Hannover	Messe

KUKA	calls	it	Real-Time	Edge	Computing
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Industrial	IoT =	Convergence	of	IT	and	OT

Information	Technologies:

Virtualization,	Big	Data,	Automation																						
Analytics,	Scalability,	SDN,	Security	and	Privacy

Operations	Technologies:

Real-time,	Safety,	Reliability,	Control,	Machine	
Connectivity	and	Data	Acquisition,	Human	
Machine	Interface

IT

OT

Cloud	

Fog	

IoT	Endpoints	
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Vision:	OT	becomes	virtualized
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Fog:	Converged	Functionality	for	Industrial	Automation	

Cell	1 Cell	N

Machine	Vision	and	Bar	
Code	Reader

PLC	System

Robotics	Controller
And	Visualization

Cell	Controller

Manufacturing	Execution	
System

ERP/MRP	System

Adding	Functionality

Nebbiolo	Fog	Node

Data	Center/Clouds

Converging	Functionality

Source:	Flavio	Bonomi
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Fog:	Hardware	convergence

47

Industrial	Micro-
controller

PLC

Industrial	PC

Real-time,	High-availability,	
Industrial	Fog	Node

Virtualizing	and	consolidating	,	
multiple	PLCs	and		Industrial	PCs	

(SBCs)	

3	Slot	System:
=

20-30	Industrial	PCs

3	Slot	System:
=

~15-20	IoT	Gateways

IoT	Gateway

Data	center	
Servers	or	

Micro-Servers
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Network	convergence:	IEEE	Time-Sensitive	Networking

Integration
Multiple	traffic	classes	share	the	network,	supporting	
applications	with	mixed-criticality	requirements
Separation:	Virtual	links	separate	different	criticalities

Principles

Fog	

IoT	Endpoints	

Deterministic
Networking

Standardization as IEEE TSN

19

A number of IEEE 802.1 standards due for release early in 2017

TTTech Confidential and Proprietary Information

Integrated Service Delivery in a 
Single Ethernet Network

32

Ethernet (Regular Traffic)
• IEEE 802.3 standard traffic

• Best effort

Streaming (Time-Sensitive)
• Rate-constrained (AVB)

• Rate-constrained (A664p7)

• Audio/video

• Sensor fusion

Synchronous (Time-Critical)
• SAE AS6802 clock synch.

(IEEE 1588 compatible)

• Real-time control

• Ultra-low latency

• Safety systems
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Software	convergence:	an	app	store	for	the	factory

180 F. Bonomi et al.

Fig. 4 Distributed IoT/IoE applications on the fog infrastructure

in the Core, and a Fog component. A virtual network topology is allocated for each
tenant.

In order to fully manifest this distributed architecture, Fog relies on technology
components for scalable virtualization of the key resource classes:

• Computing, requiring the selection of hypervisors in order to virtualize both the
computing and I/O resources.

• Storage, requiring a Virtual File System and a Virtual Block and/or Object Store.
• Networking, requiring the appropriate Network Virtualization Infrastructure (e.g.,
Software Defined Networking technology).

Similar to Cloud, Fog leverages a policy-based orchestration and provisioning
mechanism on top of the resource virtualization layer for scalable and automatic
resource management. Finally, Fog architecture exposes APIs for application devel-
opment and deployment.

6 Software Architecture

The use cases and the requirements discussed in previous sections help nail down
the following key objectives of the Fog software architecture:
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Open	standards	will	win:	IEEE	802.1	TSN	and	OPC	UA	over	TSN	

Creating a Flexible IoT Infrastructure 
with Deterministic Ethernet

24

OPC UA over TSN: one unified 
architecture for all communication 
infrastructure elements
Logical machine/control 
boundaries are dissolved
Direct access to machine 
data from ERP/MES
Real-time and non-real-time 
domains integrated 
OPC UA provides leading 
technology of proven security 
concepts

Learning from the Internet 
Experience: Digital Platforms 
and Open Innovation win. Source:	TTTech
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The	Cloud	will	come	to	the	factory

44!45Hello Industrie 4.0!we go digital

Economic, social, technological and ecological megatrends such 
as globalization, urbanization, digitization and sustainability are 
radically changing the industrial landscape of the future. This poses 
new challenges for manufacturing industry. Industry is responding 
to these processes of change and to the increasing competitive 
pressure with shorter product cycles and a more differentiated 
product portfolio. 

Versatile solutions are required to cushion workload peaks and 
resource bottlenecks in the age of Industrie 4.0. Matrix production 
may become a decisive competitive factor through configurable 
production cells, the transfer of parts and tools using automated 
guided vehicles (AGVs) and the separation of logistics from 
production.

Matrix production
Highly flexible production 
is becoming reality.

The production cell for easy conversion.
Four robots handle and join the parts. Tool maga-
zines in the cells enable provision of the required 
tools. This enables adaptation of the cell during 
the cycle time.

Cloud	

Fog	
15

Text box 1: Background on expert interviews conducted for this study

McKinsey conducted 50+ interviews with experts from manufacturing companies, 
technology suppliers, and start-up companies. We asked the experts for their views 
on how Industry 4.0 will change the industrial environment and for their perception of 
trends. We also tested the initial results of the McKinsey analysis with them. These  
views, from very different sectors and representative of various company sizes and 
corporate functions, contributed to a broad and deep understanding of the disruptions 
that can be expected from Industry 4.0 and helped shape this report. Key questions 
included the industry-specific relevance of disruptive technologies and Industry 4.0 
levers (e.g., predictive maintenance, digital performance management), the changes 
that the new technologies are expected to bring to the companies (e.g., regarding 
the extent of manufacturing equipment to be replaced), and industry-specific challenges. 
Quotes from these expert interviews can be found throughout the report.

Pace of change will be slower compared to the consumer Internet due to 
large downside risks in case of failure

SOURCE: Press research

Costs in the auto-
motive industry per 
day1 – weigh risks of 
introduction of new 
technology against 
process reliability 

Cybersecurity 
risk

Annual damage to the 
German manufacturing 
industry caused by 
cyberattacks2

Number of cars that 
were recalled in 2014 
throughout the US3

1 http://news.thomasnet.com/companystory/downtime-costs-auto-industry-22k-minute-survey-481017 
2 http://www.vdi.de/artikel/gute-perspektiven-fuer-standort-deutschland-durch-industrie-40; 

only the officially reported cases – real damage is expected to be bigger
3 http://www.nytimes.com/2014/12/31/business/a-year-of-record-recalls-galvanizes-auto-industry-into-action.html?_r=2/

Quality loss 
risk

Production 
downtime risk

Exhibit 4

Unlike prior industrial revolutions, Industry 4.0 is not about replacing the existing assets 
with new ones but about mastering the managerial challenges posed by the disruptive 
technologies along three different dimensions:

1. The next horizon of operational effectiveness 
2. New business models as a result of shifting value pools
3. Foundations for the digital transformation of the company.

These dimensions are the focus of this report – for it aims to help leaders understand the impact 
of the disruptive technologies on their companies and navigate the changing manufacturing  
landscape by identifying the implications of Industry 4.0 at the company level. 
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High	risk	of	change, but!

High	impact,	and	new	equipment	
needed	only	for	about	about	
40 to	50%	of	installed	base

Source:	McKinsey
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Industry	4.0	vision:	Research	at	DTU	Compute
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FORA	project:	15	PhDs
Fog	Computing	for	Robotics	and	Industrial	Automation

DTU’s	IoT Center,	iotcenter.dk

We	are	open	to	researchers	from	other	departments	at	DTU,	other	Danish	
universities,	and	we’re	welcoming	company	members.

Prof.	Paul	Pop.	Industrial	IoT
Prof.	Nicola	Dragoni.	IoT Security	and	Privacy	
Prof.	Jens	Sparsø and	Assoc.	Prof.	Martin	Schoeberl.	IoT Platforms	
Assoc.	Prof.	Michael	S.	Berger.	IoT Communications	Infrastructure	
Prof.	Henrik	Madsen.	IoT Cyber-Physical	Modeling	and	Smart	Energy	IoT
Prof.	Lars	Kai	Hansen’	group.	IoT Data	Analytics	
Prof.	Jan	Madsen.	Health	IoT
Assoc.	Prof.	Sven	Karlsson.	IoT System	Software

Mission:	
Performing	research	on	IoT technologies	
and	facilitating		collaboration	among	
researchers	and	practitioners	in	Denmark.	

Vision:	
Dependable	and	secure	IoT enables	
efficient	solutions	to	societal	challenges.


